Prilog 4 — RDS Korisni¢ko uputstvo

Remote Desktop Services korisnicko uputstvo

Nakon uspesnog logovanje na VPN omogucéen vam je pristup Terminal serverima gde Vam je sa
vasim NIS-ovim korisnickim nalogom omogucen pristup aplikacijama:

1. Pokrenite Internet Explorer i ukucajte sledeci link: https://rds.nis.local/

m‘ B hittps//rds.nis.local/RDWeb/Pagesien-US/login.asps P-a@cXx | gﬁ% & RD Web Access x

9 a JARREIN CHINA - DVDI_... E] Equinoxe 4 - Jean Michel J... <% http--portal.nis.local-cyr-.. <% http--portal.nis.local-cyr-... Google E Suggested Sites + a Web Slice Gallery =

- Work Resources
2% RemoteApp and Desktop Connection

Domainuser name: I
Password: I

Security (show explanation|

@ This is a public or shared computer

T This is 3 private computer

To protect against unauthorized access, your RD Web
Access session will automatically time out after a period
of inactivity. If your session ends, refresh your browser
and sign in again,

2R Windows Server 2012 R2

2. U polje Domain\user name i Password ukucajte vase NIS-ove kredencijale i pritisnite
Enter ili Sign in

Ukoliko Vam se u browser-u prikazuje Certificate Error kao na slici ispod onda je potrebno da
importujete NIS a.d. Novi Sad Root CA, u Trusted Root Certification Authorities Certificate Store
na vasem kompjuteru (Instrukcije).

Nakon uspesSnog logovanja prikazate Vam se aplikacije neophodne za Va$ rad na novom
okruzenju. Aplikacija se pokreée jednim klikom na jednu od prikazanih ikonica. Primer ispod:
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© ) 2 RD Web Access x

Work Resources
B8 Rerriotedp dnd Deskop Connedtion

RemoteApp and Desktops

Current folder: /

B 2 0O B ©€ 9 «» £ & I§

Acrobat Configuration Explorer FileZilla Internet. Paint Ping Tool Remote Service Desk

Reader DC Manager Explorer Desktop
Console Connection

® &

Skypefor  SmartEndpo...
Business 2015 R77.20

!thmSameZﬂZ

Neophodni preduslovi za rad:

1. Operativni sistem Windows 7 i iznad (XP nije podrZan)
2. .NET Framework 3.5

3. Network Level Authentication setovan na ntimv2

4. RDP klijent 6.1 i kasnije verzije
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Terminal Server (Certificate Error)

1. Za pocetak potrebno je da pronadete i da eksportujete NIS a.d. Novi Sad Root CA sertifikat
ukoliko ga niste dobili sa ovim uputstvom, u slu¢aju da ga ve¢ imate predite na
proceduru za Import sertifikata (korak br.2)

a. ldite na Certificate error na Vasem browser-u i klliknite na View Certificates

b. Na prozoru Certificates predite na Certificate Path tab i dupli klik na NIS a.d. Novi
Sad Root CA

c. Nadrugom prozoru idite na Details i kliknite na Copy to File

d. Wizard ¢e vas sprovesti kroz proces eksportovnja nakon ¢ega bi trebalo da imate

sertifikat
e. lzaberite DER encoded i ime za sertifikat i prebacite ga na Desktop

& Cartificata Erroe: Baviguisn.. =

@ These s & probiem with this wabsite's seosrity certificate.

Thr SREuNty cerlificate paeceriad Dy thes webalie was-not sssed by o st cerificate aulhonty,

Seciifily-CertMicats prabaeens may ke an attampt i R ol yo bF INErcegt any datd o send b the

SETGE,
‘We recommeend that you diose this webpage and do not continue to this website
B ik here 10 <l osa Thes webpage

¥ Continue o this wibsis (ot meoammended )

= More information

}' Work Resources

H Remetansg and Doskinp Conndcinn

Domarmser nane I
Pt ]

Securty [ay sapigratary
W 1he &3 puith o7 ot SoRmpeRcs

L) This & 3 ek comgubar

| g

7o proect agoimt snguhorzed aoces, T RO Web
aresy se=sion will stomaticyty Sme gif wher 2 peniod
= matthiby B your sasice wedy, refsh i rvis
3rd sign in sgaim
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& RD Web Access x

= ces
) rds.nis.ocal Connection

Centficate & =

- Domain\user name:

v3 ,—‘
= Password:

344234834120 3 9e 41 .. zl Lo

sha256RSA
sha256
IS 3.d. Novi Sad Root CA, IC.... Security (show explanation)

Thursday, January 27, 20112... = .
” b O This s a public or shared computer

NSad s 10 @ This is a private computer

Warning: By selecting this option, you confirm that
this computer complies with your organization's
security policy.

5

Learn more about certificate details To protect against unauthorized access, your RD Web
Access session will automatically time out after a period

of inactivity. If your session ends, refresh your browser
[Coc || and sign in again.

- ——
Certificate Export Wizard E

Export File Format
Certificates can be exported in a variety of file formats.

() Base-64 encoded X, 509 (.CER)
(" Cryptographic Message Syntax Standard - PKCS 7 Certificates (.P7B)
[ Tinclude all certificates in the certification path if possible
Personal Information Exchange - PKCS #12 (.PFX)
[Jinclude all certificates in the certification path if possible
|| Delete the private key if the export is successful
[ Export all extended properties

Microsoft Serialized Certificate Store ((55T)

Learn more about certificate file formats:

[ steck [ mext> | [ concl |

2. Nakon Sto ste uspesSno eksportovali sertifikat ili ga ve¢ imate potrebno je da ga importujete u
Trusted Root Certification Authorities Certificate Store na vasem kompjuteru

a. Otvorite mmc.exe konzolu, u serarch polje iznad Start dugmeta na vasim
Windows masinama kucajte mmc

b. Nakon toga idete na File i izaberite Add/Remove Snap-ins, selektujte i dodajte
Certificates od ponudjene liste i kliknite OK

c. Pronadite Trusted Root Certification Authorities i desnim klikom na certificates
izaberite Impot kao na slici ispod

d. Wizzard ¢e vas sprovesti kroz proces importovanja sertifikata i na kraju potvrdite
promene klikom na yes notifikacionom prozoru
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| Console Root H Name Actions
[Add or Remove Snap-ins I 2 B3 CopegicRoct -
More Actions »
You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.
Available snap-ins: Selected snap-ins:
Snap-in Vendor = [ console Root [ EditExtensions... |
S5 Active Directory Do...  Microsoft Cor... Gl Certficates - Current User s
180 Active Directory Site... Microsoft Cor... |
] Active Directory Use... Microsoft Cor...
| ActiveX Control Microsoft Cor... Move Up
Move Down
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft and...
Migosoft Cor...  _ Advanced...

& File Action View Favorites Window Help

|| Console Root Name Actions
4 [ Certificates - Current User

L5 Centificates - Current User M‘E Root -

More Actions »
Import, I

Al Tasks

MNew Window from Here
Refresh

Help

&+ [ Other People
|+ || Certificate Enrollment Reque|
1> 2] Smart Card Trusted Roots

P ——r— '

Add a certificate to a store
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